
Early Detection of Bioterrorism: 
Monitoring Disease Spread Through a 

Multilayered Network 

Inbal Yahav, Graduate School of Business, Bar Ilan University, Israel 
Sean Barnes, R.H. Smith School of Business, University of Maryland 
Bruce Golden, R.H. Smith School of Business, University of Maryland 

Ed Wasil, Kogod School of Business, American University 

Presented at the 2012 INFORMS Annual Meeting in Phoenix, AZ 



Bioterrorism 

The intentional release of viruses, bacteria, or other toxic 
biological agents, to cause illness or death in people, animals, 
or plants 
 

Certain biological agents, such as anthrax or hemorrhagic 
fever, may present themselves as a more common illness 
that will not initially be detected by healthcare providers 
 

Early detection is critical! Identifying the type of outbreak 
facilitates the implementation of the proper mitigation 
strategies and maximizes their effectiveness 
 

Objective: Develop a technique for reliably and quickly 
differentiating between epidemic and bioterror disease 
scenarios 
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Conceptual Model 

Population is modeled using a multilayered 
network 
• Human social network 
• Location network 
• Human-location network 
Disease scenarios 
1. Epidemic: Disease spreads through human 
interactions 
2. Bioterrorism: Disease spreads through human-
location interactions 
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Multilayered Network 
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Generalized 
Multilayered Network 

Sample Multilayered 
Network Instance 



Network Simulation Model 

Epidemic Scenario 

1. Select humans to be initially 
infected 

2. Each time step, only 
evaluate relevant network 
edges between susceptible 
and infected humans 

3. Determine which edges lead 
to transmission 

4. Simulate until all humans 
become infected 

Bioterrorism Scenario 

1. Select a single location as 
the source of the attack 

2. Each time step, evaluate 
relevant edges for location-
location and human-location 
transmission 

3. Determine which edges lead 
to transmission 

4. Simulate until all humans 
become infected 
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Epidemic Transmission Dynamics 
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The human social network density–
defined by the Barabási-Albert algorithm 
parameter m–has a significant effect on 
the rate of transmission and the 
variance of the simulation replications 
 

Transmission dynamics follows S-curve 
pattern, similar to SIR-type models 

m = 1 

m = 10 m = 5 



Bioterrorism Transmission Dynamics 
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The human-location network density 
has a less significant effect on the rate of 
transmission, but the variance of the 
simulation replications is much larger 
 

Transmission occurs immediately and 
continues at a nearly constant rate until 
the susceptible pool becomes small 

d = 0.5 

d = 1.0 d = 0.8 



Detection Under Social Network Uncertainty 

• In most cases, especially with large populations, we will 
not know enough information about the human social 
network 
 

• We have to rely on available information, including the 
size of the population and reported infection cases 
 

Principal Component Analysis (PCA) 
• Captures the dynamics of the transmission curves 
• Coordinate transformation that aligns orthogonal axes 

in the directions of the largest variance → principal 
components (PCs) 

• The first three PCs capture 99% of the transmission 
behavior 
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PCA Results 
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Loads of the infection curves for 
each PC (i.e., how much 

information is captured by each PC) 
Infection curve score distribution for each PC and 

disease scenario (i.e., the projection of the 
infection curves onto the new PC space) 



Prediction Results 
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We calibrated a logistic regression 
model based on PC scores and 
evaluated its performance on 
predicting the disease scenarios 
• The accuracy of the model was 95% 
for the training and validation data 
 

The model was accurate when only a 
small fraction of the population was 
infected 
• For f ≥ 0.07, accuracy was ≥ 95% 
• For f = 0.05, accuracy was 93% 
• For f = 0.02, accuracy was still 83% 



Sensitivity Analyses 
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With the exception of the sparse human 
social network (m = 1), the static model 
remained extremely accurate for varying 

multilayered network densities 

The model can detect multiple 
simultaneous attacks, which are all 

distinguishable from epidemics 

The model can differentiate bioterror 
attacks with different human-location 

probability distributions from epidemic 
outbreaks 



Conclusions 

• We developed a static model using PCA to 
quickly differentiate between epidemic and 
bioterrorism disease scenarios 

• This model provided a highly reliable capability 
for differentiating the two scenarios with small 
error rates, except for very sparse networks 

• This method could help ensure that the proper 
infection control strategy is implemented as 
soon as possible 
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Questions and Comments 

Sean Barnes 
sbarnes@rhsmith.umd.edu 
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